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Abstract: Method of exponentiation modular for information encryption or authentication of client using the
currently wide spread cryptographic algorithm RSA was considered in paper for protection of information in the
network. Fuzzy system of optimal selection of method of modular exponentiation depending on the values of
performance, resistance to time analysis and permissible consumption of memory was modeled. Comparative
analysis of the operations of fuzzy inference by Mamdani mechanism and by proposed method was conducted.
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INTRODUCTION

The main criteria of computer system efficiency
are high performance, optimal amount of memory used
and resistance to malicious user attacks. Any computer
system may be protected from active malicious attacks
that can be detected in the process of operation due to
known security policy measures (Vasiltsov, 2009).
However, there is also a possibility of passive attacks
(time domain analysis or energy analysis attack) that
can be performed remotely and therefore are hard to
detect (Brumley and Boneh, 2005; Quisquater and
Koeune, 2010).

When transmitting information a computer system
uses a network for customer access. This data
transmission network can be conventionally divided
into protected and unprotected parts.

In the unprotected part of a network clients can be
random, so they are not reliable for the server from the
point of view of security; that is there is a great
probability of an attacker access. Moreover, this part of
the network as a rule is not protected from failures due
to external influences and is open to all types of modern
attacks on implementation.

In the protected part of a network clients are
believed to be reliable and, due to the security policy
rules the existence of a malicious insider is excluded.
However, in this part of the network there still remains
the possibility of a passive time domain analysis attack
(Vasiltsov, 2009). The network clients are known to
server by an IP-address and, given the “experience” of
using a network, have their level of trust where the
probability of failure during the data package transfer

can be assigned. Thus, if the client is new to the system,
or has a very low trust level, the desired level of
resistance to the time do main analysis should be
maximized, i.e., equal to 1, for example.

And conversely, for a client with a very high level
of trust the value of resistance can tend too, which will
ensure the improvement of the system performance.
The command subsystem of the server feeds to the data
processing unit the data of the computer system itself,
i.e., the allowable consumption of memory and the
required level of performance (Shaikhanova and
Zhangisina, 2013; Zhangissina et al., 2014).

To protect the information in the network it is
necessary to choose the optimal method of
exponentiation modulo for data encryption or client
authentication using the currently wide spread RSA
cryptographic algorithm. This problem is solved by an
information handling unit built on the basis of fuzzy
logic, namely, the Mamdani fuzzy inference mechanism
(Shtobva, 2007). It processes the input values of
performance, memory consumption and robustness to
the time domain analysis; in each case it is the best
method of modular exponentiation on the server
command subsystem, which in its turn applies it to
encrypt information. The main advantage of this unit is
that it works in real time thus providing a higher
robustness of the system against intruder attacks, as an
intruder will not definitely know the encryption
algorithm (Ciet et al., 2008; Powell et al., 1997). An
information processing unit based on a fuzzy logic
system is the basis of computer system protection. The
criteria for selecting the method of modular
exponentiation arrive at its input. The criteria include

Corresponding Author: A. Shaikhanova, Kazakh National Technical University, Named after K.I. Satpayev, Almaty 050013,

Kazakhstan

This work is licensed under a Creative Commons Attribution 4.0 International License (URL: http://creativecommons.org/licenses/by/4.0/).

1082



Res. J. App. Sci. Eng. Technol., 10(9): 1082-1088, 2015

FI= “ariahles

Membership function plgts  PIot points: 181

Binary

&

beta ar':.n'RTL beta ar':.-'LTR

XX !
____________J
resistance  method
o5t
perfarmance
MEMmory 0

WRTL WLTIR

Fig. 1: Method variable membership function

the required level of resistance to the time domain
analysis R, cryptosystem performance P and server
memory allowable costs M. The input fuzzy data are
processed by the subsystem of optimal selection of
modulo exponentiation method based on the Mamdani
mechanism of fuzzy inference. The output of the
information processing unit is a modular exponentiation
method, which provides the optimal configuration of
the protection system with respect to the values of input
selection criteria.

MATERIALS AND METHODS

Applying Fuzzy Logic Tool box product of
MATLAB 7.7.0 (R2008b) (Lazarev, 2011) we can
constructa fuzzy system for optimal selection of a
method of the modular exponentiation (method)
depending on the values of performance (performance),
the resistance to time domain analysis (resistance) and
the allowable memory consumption (memory)
(Karpinski et al., 2011).

As the binary method may be used a binary method
with any bit reading direction since they have identical
resistance to the time domain analysis attack and their
performance is practically the same. The values of the
membership functions of the resistance and memory
input variables are given by a trapezoidal function and
the performance input variable-by a bell function
(Shtobva, 2007).

The membership function of the method output is
given by a triangular shape, at that we have the case of
a symmetric triangular membership function (Gostev
et al.,2007; Ozyer et al., 2007).

Fuzzy inference simulation is carried out according
to the Mamdani type. The membership functions for
resistance, performance and memory variables are
divided into three intervals, each for a precise
description of the variables, in particular, to describe
the time domain analysis resistance the following
variables are applied: low € (0, 0.014), indicating a low
level of resistance, middle € (0.0145, 0.72) - an
intermediate level and high € (0.56, 1)- a high level.

To set the performance the following variables are
suggested: high € (0, 31000), middle € (27000, 75000)

Dutnut varlahle method

and small € (67000, 100000), which correspond to
high, intermediate and low levels.

Allowable memory consumption is set by the
values: small € (0.9920), middle € (9921, 2.52 « 10%)
and big € (2.49 + 10°, 5 » 10°) corresponding to high,
medium and low consumption accordingly.

The membership functions for the method output
variable can be denoted by the similar ordinate intervals
for accurate determination of the center of gravity,
which represents the system fuzzy inference (Shtobva,
2007). Binary stands for the binary method of modular
exponentiation, beta-ary RTL and beta-ary LTR B-ary
“from right to left” and “from left to right”
correspondingly, wRTL-sliding window method “from
right to left” and wLTR-sliding window method “from
left to right” (Fig. 1).

RESULTS AND DISCUSSION

For the construction of the proposed fuzzy
inference system is used the logical inference according
to Mamdani mechanism, which finds the minimal are as
in the images of membership functions of the input
variables. It is followed by the union of the truncated
are as by the maximum law and, finally, detecting the
center of gravity of the final figure whose abscissa is
the fuzzy system inference (Karpinski et al., 2011;
Lazarev, 2011; Powell et al., 1997).

The knowledge base for the construction of the
fuzzy model consists of “if-then” rules (Dubchak,
2012). All the input variables have three fuzzy states
and one more state, none, when the value of the input
variable is not defined by the system. The case when
the values of all input variables are not set cannot be
applied in practice, so the number of fuzzy
inference rules of the investigated system will be
N=4.4.4-1=63.

The fuzzy inference of the model of selecting a
modular exponentiation method built on the basis of 63
set rules with the current values of resistance,
performance, memory and method variables, has the
form represented in Fig. 2 (Dubchak, 2012).
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Fig. 2: The fuzzy inference of the model of selecting a modular exponentiation method

The surfaces of values of a Mamdani mechanism
based fuzzy system are represented in Fig. 3 (Dubchak,
2012). They confirm the correctness of the construction
of the base of fuzzy inference rules.

The main disadvantage of the fuzzy inference built
using the classical mechanism of Mamdani is the fact
that for any input data it is necessary to process the
entire rule base, that is, to carry out three steps. This
way of processing fuzzy data reduces system
performance and requires more memory consumption.
That is why we need to improve the method of choice
of the modular exponentiation method based on the
classical method of Mamdani, so that it would satisfy
the requirements for high-speed performance (Ross,
1995; Ozyer et al., 2007; Ros et al., 2014).

The idea of the proposed selection method for the
exponentiation modulo is that the processing of
incoming fuzzy information is divided in to the stages
of education and operation. During education of fuzzy
information processing tools are identified the areas of
membership functions of output for each of the rules.

During operation first the input data is compared to
the values of output membership functions in the
memory areas defined by the rule base, where the
values of the above mentioned output membership
functions corresponding to each fuzzy inference rule
are stored. Then the values of output membership

functions that exceed the input data are cut off. After
that the minimum values of the output membership
functions received after the cut-off are selected and the
corresponding figure is constructed using these
minimum values. The last operation of the method of
fuzzy data processing is finding the center of gravity of
the figure received by adding the clipped output
membership (Vasyltsov et al., 2005; Hanley et al.,
2007). Figure 4 shows the diagram of the proposed
method of processing fuzzy data implementation
algorithm.

The comparison of operations of the proposed
method of processing fuzzy information and the
classical method of Mamdani during operation are
shown in Tablel.

As can be seen from Table 1, all the operations of
the proposed method are similar to the operations of the
classical Mamdani mechanism and do not exceed them
in complexity. However, the number of operations in
this method is smaller, which leads to the increase of its
performance. Reducing the number of operations is
conditioned by the fact that during the education phase
(prior to the operation phase) are identified the areas of
output membership functions for each of the rules. The
results are recorded in the corresponding areas of the
multichannel memory storage unit where they are
selected when performing operations 3 and 4 of

1084



Res. J. App. Sci. Eng. Technol., 10(9): 1082-1088, 2015

7.

G -
25
5
E 4

3

2.

10

N ] 1
%10 ne
: 04
o
perfarmance o resistance
(@)

=

=1
=
o

E

5
®10

MEMOrYy

methiod

perfarmance MEMOry

©

Fig. 3: The surfaces of values of a Mamdani mechanism based fuzzy system output depending on the values of;
(a): Resistance to the time domain analysis and performance; (b): Memory consumption and resistance to the time domain
analysis; (c): Performance and memory consumption
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Fig. 4: Scheme of the algorithm of implementing the proposed method of processing fuzzy data

Table 1. Such an advance preparation allows avoiding
the operations referred to in p.2 of Mamdani method.
Since the time complexity is the main criterion for
evaluating the algorithm, then considering fuzzy
inference operations of the proposed method and the
mechanism of Mamdani described in Table 1 for
comparison of the complexity of these algorithms we
should consider only non-coinciding operations (Hong

et al., 1996). Table 2 shows the time complexity of
each of the operation of the considered fuzzy inference
methods taking in to account the complexity
calculations carried out in (Constantinescu and Simion,
2001). The analysis of Table 2 demonstrates that the
time complexity of the proposed method of processing
fuzzy information is by O (n°) less than the complexity
of the Mamdani mechanism of fuzzy inference.
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Table 1: Fuzzy information processing operations

Fuzzy inference operations based on the proposed method

Fuzzy inference operations based on the
classical Mamdani mechanism proposed method

Coincident operations of the

New operations of the proposed method

1. Comparing input data to the values of -
input membership functions

2. Finding the minimal value of input -
membership functions for each of the
inputs that corresponds to the rule base

3. Cutting off the ordinate values of the -
output membership functions that exceed
the values found in p.2

4. Finding the output membership functions -
with the maximum amplitude among the
cut-off functions

5. Finding the sum of the received in p.4
values of the cut-off output membership
functions, which forms the final figure

Comparing input data to the values of input
membership functions in the corresponding ROM
areas

Cutting off the ordinate values of the output
membership functions in all the corresponding areas
of the multi-channel memory unit that exceed the
values found in p.1

Finding among the cut-off output membership
functions in all the corresponding areas of the multi-
channel memory unit the ones with the minimum
amplitude

Finding the sum of the received -
in p.4 values of the cut-off
output membership functions,

which forms the final figure

6. Detecting the center of gravity of the
figure received in p.5

Detecting the center of gravity -
of the figure received in p.5

Table 2: The time complexity of the non-coincident fuzzy inference operations according to the Mamdani mechanism and to the proposed method

The time complexity of
the fuzzy inference
operations according to

Fuzzy inference operations according to the the classical Mamdani

The time complexity of
the fuzzy inference

Fuzzy inference operations according to operations according to

classical Mamdani mechanism mechanism the proposed method the proposed method
1. Comparing input data to the input O (logn) 1. Comparing input data to the output O (logn)
membership function values membership function values in the

corresponding ROM areas
2. Finding the minimal value of input O (n) - -
membership functions for each of the inputs
that corresponds to the rule base
3. Cutting off the ordinate values of the O (logn) 3. Cutting off the ordinate values of the O (logn)
output membership functions that exceed the output membership functions in all the
values found in p.2 corresponding areas of the multi-channel

memory unit that exceed the values

found in p.1
4. Finding the output membership functions 0 (n?) 4. Finding among the cut-off output O (n)

with the maximum amplitude among the cut-
off functions

membership functions in all the
corresponding areas of the multi-channel
memory unit the ones with the minimum
amplitude

CONCLUSION

Thus, the proposed method according to the time
complexity values presented in (Constantinescu and
Simion, 2001) has a 4 times higher high-speed
performance than the classic one (using the analogue
hardware base). Reducing the number of operations in
the proposed method and performing them the way it is
indicated in Table 1 is manageable only due to the
preliminary processing at the education stage. Further
research may be the implementation of this method in
PLD or PLA.
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