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Abstract: This project aims at the increasing the security features of cloud environment using AES 512 bits. In 
cloud computing the valuable information of user is stored in the remote location. It has been accessed through 
different devices such as mobile, personal computer and with different types of processor of the machine. Security 
of data stored in cloud is the major issues for both user and service provider. In existing AES 256 bits is used for 
security where it includes many rounds of processing and time consuming. In this study we improved the cloud 
security using AES 512 bits for encrypting and decrypting the data of user in secure manner. 
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INTRODUCTION 

 
Information on Network is being improved with 

large amount of data sets that are stored on the 
distributed cloud network. Security for user data on the 
cloud is being a great challenge for both service 
provider and user. In cloud the user share the same 
resource and access data in the wide network. Providing 
an important data to the user, security has to be mainly 
focused. In existing AES 256 bits algorithm is used for 
encrypting the data, which is less secure and more time 
for processing. AES 512 bit encryption technique 
consists of input block of 512 bits and its key size is 
also 512 bits. It provides high security to the data when 
compare to AES 256 bits encryption. Files uploaded to 
the cloud will be stored in encrypted format. When the 
file is accessed or downloaded by the user it will 
authenticate the user and provide original text after 
decrypting it with AES 512 bits algorithm. The process 
of encryption and decryption has been discussed in this 
study. The clear cut objective of this research is to 
increase/enhance the security of the cloud environment 
using AES 512 bits schema.  
 

MATERIALS AND METHODS 
 

Information in the cloud is accessed by different 
kind of end user such as server, application software 
mobile etc. Cloud computing undergoes a problem in 
data security. Such problems can be overcome by 
providing security to the data present in the cloud. 
Hence there are many algorithms to secure data in 
cloud. Providing confidentiality and integrity is being a 
major challenge for cloud user and provider. Thus the 

cloud storage and usage is show in Fig. 1 (Jain et al., 
2014). The cloud architecture is shown in Fig. 2.  
 
Integrity: It does with the assurance of the message 
have not been altered during the time of transmission. 
Firewall is used to ensure the integrity only by 
restricting the outside hacker to the cloud. Whereas 
encrypting the content in file will protect the data from 
hackers inside the cloud.  
 
Confidentiality: To prevent data access from the 
unauthorized user that can be done through the security 
protocol, authenticating service and encryption 
methods. 
 

Abbreviations and acronyms: 
 
AES :  Advance Encryption Standard 
Units :  One byte is equal to eight bits 
 

Block size is referred to as the collection of 
128/256/512 bytes of data. 
 
Existing encryption technique: In existing AES 256 
bits encryption mechanism is used for the security of 
data in cloud. The number of rounds determined by key 
size may be 128, 192 or 256 bits. The processing time 
of number of rounds in AES is more and complex. The 
encrypted data can be attacked and original text can be 
retrieved easily because of the 32 bits key size. But 
whereas in AES 512 bits the key size in more AES 256 
bits Hence AES 512 bits is more secure than AES 25 
(Jain et al., 2014; Fang et al., 2013). 
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Fig. 1: Application access cloud storage 

 

 

Fig. 2: Cloud architecture 

 

Proposed system: To attain the higher level of security 

in encrypting data in cloud AES 512 bits can be used. 

The architecture of AES 512 bits is similar to 128 bits 

AES the difference between AES 128 and AES 512 is 

that the key size. AES 512 has a key of the size same as 

the plain text size. Thus the algorithm provides more 

security and increases the processing speed. It performs 

four operations such as s-box substitution, row shifting, 

column mixing and adding round key is used at final 

step of AES. Hence AES 512 bits mechan

security for portable or virtual data storage service to 

the end user (SNIA and Open Grid Forum
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attain the higher level of security 

in encrypting data in cloud AES 512 bits can be used. 

The architecture of AES 512 bits is similar to 128 bits 

AES the difference between AES 128 and AES 512 is 

that the key size. AES 512 has a key of the size same as 

plain text size. Thus the algorithm provides more 

security and increases the processing speed. It performs 

box substitution, row shifting, 

column mixing and adding round key is used at final 

step of AES. Hence AES 512 bits mechanism provides 

security for portable or virtual data storage service to 

Open Grid Forum, 2009). 

Architecture of AES 512: In AES 512 bits plain text 

and 512 bits key will used to encrypt. It process given 

plain text block into 10 rounds for obtaining the secured 

encrypted text (Sanyal and Iyer, 

process (Fig. 3) and decryption process (Fig. 4) has 

performed by the AES algorithm whenever the file is 

uploaded and downloaded from the cloud 

2010). 

 

Operations in AES 512 bits: 

following process for encryption process such as 

(Sanyal and Iyer, 2013). 

 

In AES 512 bits plain text 

and 512 bits key will used to encrypt. It process given 

for obtaining the secured 

 2013). Encryption 

process (Fig. 3) and decryption process (Fig. 4) has 

algorithm whenever the file is 

uploaded and downloaded from the cloud (Selen, 

512 bits: AES includes the 

following process for encryption process such as 
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Fig. 3: Encryption process in AES 512 

 

 
 

Fig. 4: Decryption process in AES 512 
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Fig. 5: AES 256 bit encryption 

 

 
 

Fig. 6: AES 512 bits encryption 

 
Table 1: Performance analysis 

Characteristics   AES 256 bits  AES 512 bits 

Block size  256 bits  512 bits 

Key size  Differ from key size  Same as key size 

Security  Less secure  More secure 

Time taken encrypt 128 

bit block  

 30-50 sec  20-40 sec 

Processing time  More  Less  

No. of rounds  14  10  

Byte substitution: The input size of 512 bits key which 
is same as key size is organized in 64 array of 64 bytes 
(8*8) as s-box. It is used as look up table for 
substituting bytes. 
 
Shift row: Shifting of each bytes in the rows of the 
table obtain after substitution is done in shift row 
transformation. 
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Mix column: Column of data matrix is multiplied with 
the predefined matrix. Every individual byte considered 
as polynomials. The polynomial is expressed in term of 
GF (2n) where n = 8. Each column is operated 
individually and each byte in column is mapped into a 
new value. 
 
Key expansion and rounds: Rounds in AES will 
generate input 512 bits key is used to generate the sub 
key by ten rounds AES. Thus the sub keys are used to 
do logical bitwise OR operation with respective bytes 
after processing of GP (2n). The outcome of 10

th
 round 

in AES will be the encrypted text of 512 bits. 
Decryption process involves the following operations: 
 

• Inverse byte substitution 

• Inverse row displacement 

• Inverse column mix 

• Add round key 
 

RESULTS AND DISCUSSION 
 

Thus the result shown below shows the encrypted 
text of AES 256 bits with the key size of 32 bits and 
AES 512 bits with  the  key  size  of  512  bits  (Fig. 5 
and 6). 
 
AES 512 encrypted text: The performance analysis of 
AES 256 bits and AES 512  bits  are  tabulated  in  
(Table 1). 

 

CONCLUSION 
 

AES 512 is a modern cryptographic algorithm that 

can be used for more reliable and secures the data. 

When it is encrypted and decrypted with AES 512 bits 

the number of key size is increased it will minimize  the 

rounds of processing. Key size will ensure the security 

of data. As the size of key in AES 512 is more and it is 

difficult for the hacker/attacker to retrieve the original 

text from the cloud. It provides high level of security to 

the data stored in cloud.  
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