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Abstract: A denial-of-Service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is an
incident or a type of attack on the networks which causes a great damage to any extent. So it’s really hard to
face or handle. This attack creates a massive loss of time and money. This study, proposes a trace back method
for DDoS attacks based on address of the user. The proposed scheme is to use the IP Address and the DNS
servers to detect and trace back the violations occurred in the files.
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INTRODUCTION

Distributed denial-of-service attack (DDoS attack) is
an attempt to make a computer resource unavailable to its
intended users. It prevents the user to use the services
temporarily or permanently. Actually from the
information of survey there were attacks happening on
yahoo and DNS service.

The main objective of this paper is to traceback the
system’s performance from the Distributed Denial-of-
Service attacks on the internet. IP traceback means the
capability of identifying the original source of any packet
sent across the Internet. A number of IP traceback
methods have been suggested to identify attackers (Baba
and Matsuda, 2002; Belenky and Ansari, 2003) and there
are two main methods for IP traceback, the Probabilistic
Packet Marking (PPM) (Al-Duwairi and Govindarasu,
2006; Goodrich, 2008; Law et al., 2005; Savage, 2001)
and the deterministic packet marking (DPM) (Belenky
and Ansari, 2003; Dean et al., 2006; Jin and Yang, 2006;
Xiang et al., 2009). Both of these requires router to inject
marks into individual packets. The proposed method
needs no packet marking techniques.

Probabilistic packet marking can operate only in
Internet Service Provider (ISP) network. The sources of
the attack cannot be traced back since it is located out of
the ISP network. Deterministic packet marking requires
all the internet routers to be updated and it also requires
more storage for packet logging. Moreover PPM and
DPM are vulnerable to hacking.

Distributed denial of service attacks: DDoS attacks can
be classified into Bandwidth depletion attack and
Resource depletion attack. This detailed classification is
depicted in Fig. 1.

Bandwidth depletion attack: This type of depletion
attack is on the person’s usage of bandwidth. It happens
in two types of attacks called flood attack and
amplification attack. Both are used to destroy or reduce
the bandwidth of the user by sending the messages to the
IP address and completely down the bandwidth.

Flood attack: DDoS attack is an attempt that aimed to
make computer and network resource unavailable. In this
attack sending large volume of packets by zombies, it will
slow down and crashes the system and also saturated the
network bandwidth.

UDP flood attack: User datagram protocol is a
connectionless protocol. In this process packets are used
to destroy the user’s bandwidth. When the massive
amounts of packets are sent then the network will get
saturated.

ICMP flood attack: In the Internet control message
protocol, for counting hops, the source and destination
have the ICMP_ECHO_REPLY. But the zombies which
are created to destroy the network will do its work by
sending the large amount of ICMP_ ECHO _ REPLY
packets to create the traffic at the users network.

Amplification attack: The amplification attack is to trace
between the attackers and defenders. The attackers can do
I directly or indirectly through the agent. The attacker will
need only few lines of codes to change the whole
network. But the defender will spend lot of money and
time to defend their new kind of attacks. This attack is
further classified into smurf attack and fraggle attack.

Smurf attack: Here the user will have an IP address
along with the sender and receiver. The attacker will use
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Fig. 1: Classification of DDoS attack

the amplifier to damage the user in different ways. The
attacking agent is nothing but the ICMP REQUEST
packets. So automatically the request should have a reply
and it should be from the receiver. When the receiver
sends the ICMP REPLY packet to the user, it will be
totally different from the IP address of the user. This
destruction can occurred many a time in a larger scale.

Fraggle attack: The fraggle is worse than the smurf
attack and it does the worst damage by using the UDP
REQUEST instead of ICMP and not to the amplifier but
to the character generator. The response as the ECHO
packet is returned to the character where it becomes bad
traffic.

Resource depletion attack: In this, the communication
is attacked by the attacker. The packets which are sent
will completely mix up and confuse the legal users. So
they can’t use any network till they are corrected.

TCP SYN attack: The Transfer Control Protocol will
have the safe sender and receiver. In this, interchanging of
data and the acknowledgement will be even safe. But
once the sender sends SYN REQUEST then it will also
expect the same. Actually according to the concept if
SYNx is sent the response will not be as the SYNy+1. So
here itself we can understand that the problem occurred
for the communication and the legal users are affected by
not able to use the network.

PUSH+ACK attack: It is similar to the TCP attack but
here when the sender sends the data the receiver returns
acknowledgement. When the receiver had full of data the
sender sends the PUSH+ACK to empty it. But the
attacker will send the TCP with the PUSH and ACK. If it
increases in number the receiver may get burst.

Malformed packet attack: This attack is on the IP
address. The wrong IP packets are sent to the user. So the
operating system of the user gets confused. If the attacker
multiplies this problem then user’s system can be shut
down.

LITRATURE REVIEW 

Savage (2001) proposed the probability based packet
marking method. This adds the node address at the end of
the packet. It has a long path that contains an unused
space in the original packet. Then authors proposed the
node sampling algorithm, it records the routers address to
the packet with probability (p) on the attack path. We can
reconstruct the attack path based on the number of marked
packets and it requires a large number of accuracy to
improve. The edge sampling algorithm is used to mark the
start and the end router address of an attack link and
measures the distance between the two ends. 

The PPM mechanism is to mark packets with the IP
address. It is vulnerable to the attackers and the accuracy
is the another problem, the marked messages by the
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routers overwritten by the downstream routers on the
attack tree (Goodrich, 2008; Park and Lee, 2001). The
large amounts of storing marked packets are the main
drawbacks of the PPM algorithm. The randomize and the
link approach is used to implement the IP trace back
based on the PPM mechanism. The algorithm targets to
reconstruct the marks from the markers and the PPM to
make more secure.

The packets are reduced by the bloom filters at all the
routers. The bloom filters are the data structures that can
be used to compactly represent a very large set of items.
By using this author (Snoeren et al., 2001) proposed that
the victim can trace back a single packet from the attack
by this method.

PPM mechanism can solve only the flooding attacks.
To overcome the attacks consists of a smaller number of
packets. For that the author (Belenky and Ansari, 2003)
used a deterministic packet marking method. The initial
router of the information source, the router embeds an IP
address into a packet by dividing the routers IP into 2
segments with 17 bits. Then the victim can trace that the
packets came from which router.

Yaar et al. (2005). studied the marking techniques to
improve the PPM mechanism. The marking technique
replaces the 16 bit marking space into 3 parts by 1bit for
distance 2 bit for the fragmentation index and the 13 bits
for the hash fragmentation. By this FIT algorithm can
trace back the attack path with high probability. It is a
scalable algorithm for the thousands of attack sources.

The victim was measured by the construction of
attack diagram. The locally generated flow and the transit
flow are the two flows included in the outgoing flow for
a router on the attacked tree (Law et al., 2005). In attack
tree the two flows are X1 and X2. The X1 is the upstream
flow of X2,then Prob[X1>x] $Prob[X2>x], œx the victim
will collect all the marked packets from the routers and
reconstruct the attack tree according to the traffic flow for
the specific patterns.

In Al-Duwairi and Govindarasu, (2006) hybrid
schemes are discussed. Here methods are classified into
packet marking and packet logging to trace back the
attack sources. Further they proposed the Distributed
Link-List Trace back (DLLT) and Probabilistic Pipelined
Packet Marking (PPPM).The Distributed Link-List Trace
back preserves the marking information at the
intermediate routers. The Probabilistic Pipelined Packet
Marking propagating the IP address of the routers. For
avoiding the long term storage at the intermediate routers
it preserves the address.

For IP trace back the DPM strategy was proposed
byDean et al. (2006).There is no more marking for the
packets only the router writes its own IP address into the
outgoing IP packet header. For encoding trace back
information they used the algebraic approach. Their idea
is that for any polynomial f(x) of degree d in the prime

field GF (p), f(x) can be recovered given f(x) evaluated at
d+1 unique points.

The ID coding of this DPM is improved by Jin and
Yang (2006). Here they decompose into 3 segments that
is 0-13, 9-22, 18-31 bits. After that five redundant hash
functions are applied to the three segments to get the five
results.The above discussions about existing methods are
tabulated in Table 1. 

PROPOSED METHODOLOGY

This study identifies the limitations of existing
method and it proposes a novel trace back method for
DDoS attacks based on address of the user. Trace back
method is to detect the DDoS attack occurred in the Web
Server by an unauthorized user and then to trace back the
violations occurred in the files. DDoS installation can be
achieved through various recipes via Scanning,
Software/Backdoor Vulnerability, Trojan Horse Program,
Buffer Overflow and Corrupted File.

There are many parameters available in DDoS attack.
But this paper concentrates on corrupted file. There are
many tricks to infect the healthy files. Embed a DDoS
attack agent or other virus software within a genuine file
is the latest trend. The attack is done on the icons and
modify the files. The user stores their document in .exe
format, the attacker changes it into .txt format. But this
resembles the original document and the user is not aware
of the attack.

To handle the DDoS problem proposed algorithm
focuses on the following items:

C Creating web server
C Log entry 
C Detect attacks
C Trace back the attack

Web server: A web server is software that answers
requests for documents from web clients. Over the
internet all web servers use a language, or protocol to
communicate with web clients such as hypertext transfer
protocol (http) or File Transfer Protocol (FTP). Web
server will maintain personal filter to permit the
accessibility only for the authorized person. The
authorized person can be validated by their username and
their password. Unauthorized person will not access any
files over this server. A web server is a computer program
that delivers content such as web pages using HTTP GET
requests.

Log entry: Web Server will maintain the database for
request and response made by the client and the server.
This information contains all necessary information such
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Table 1: Consolidated report on review
Author name Method Description Strength and limitations
Jin and Yang (2006) Improving the DPM method They decompose the ID coding into 3 Strength:

segments that is 0-13 bits, 9-22 bits, The resulting eight segments are
18-31 bits. After that five redundant hash recorded in the outgoing packets
 functions are applied to the three segments randomly.
 to get the five results.

Dean (2006) DPM strategy There is no more marking for the packets Strength:
only the router writes its own IP address Hard for hackers to predict. 
into the outgoing IP packet header The victim can reconstruct the message

efficiently by checking the cord and the 
index sequence.

Yaar (2005) Marking techniques. To improve the PPM mechanism, the Strength:
(To improve PPM mechanism) marking technique replace the 16 bit  Trace back the attack path with high
FIT algorithm marking space in to 3 parts by 1bit for  probability.

distance 2 bit for the fragmentation index Scalable algorithm 
and the 13 bits for the hash fragmentation. Limitations:

PPM is vulnerable if hackers inject marked
packets into the network.

Belenky and Deterministic packet The initial router of the information source, Strength:
Ansari (2003) marking method the router embeds an IP address into Victim can trace the router.

a packet by dividing the routers IP into 2
segments with 17 bits.

Snoeren (2002) Single-packet IP trace Logging packets or digests of packets Strength:
back method at routers is proposed. The victim can trace back a single packet from

the attack.
Packets are digested using bloom filter at all
the routers.

Savage (2001) Probability packet Node appends which literally means Strength:
marking method the node address is added at the  It records the routers address to the packet
(i) Node sampling algorithm - end of the packet.  with probability (p), on the attack path.
(ii) Edge sampling algorithm - This is used to mark the start and the end router

address of an attack link and measures the dist
between the two ends.
Limitations:
PPM mechanism can solve only the flooding
attacks.

as IP Address, Host Name, Time and the Date and also
the requested File. These data are stored in the database.

Detect attacks: Using the details stored in the Log entry,
the web server checks the user’s authorization using their
details. The attack occurs if the user unnecessarily
accesses the file for a large amount of time. This will be
found out by using the time on which the user enters into
the site and also the number of occurrence of the same
user on the same date. 

The attack is detected by tracing the IP Address
which occurs frequently on same date. This IP Address is
detected by using the mechanism called IP Watcher. IP
watcher is a network security and administrative tool. 

Trace back the attack: Using the IP Watcher to detect
the attack, the DDoS attack is found. Then by using the
DDoS mechanism, we have to deny the access for the user
who causes this kind of attack. With the help of the Log
Entry, we can trace the file that the IP Address causes the

attack. Upon tracing the file which is being attacked, this
trace back mechanism can replace the original file in
place of the affected one. Thus the IP Trace back
mechanism is used to prevent the file from attack. 

Upon replacing the file, the user who attacks the file
is treated as an unauthorized user and to prevent the user
from continuous accessing of the web server, their IP
Address is added in the Blocked List. When the clients
having the IP Address in blocked list, the web server
cannot provide any response to that clients. Hence the
user right is prohibited. By the above mechanism, the
DDoS attacks may be prevented.

CONCLUSION

This study analyzes the several forms of DDoS attack
and the measures suggested so far towards the prevention
of the same. The expected efficiency in preventing the
DDoS attack is not achieved so effectively in any of the
existing methods. Here a novel IP Trace back method is
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devised and proposed to achieve a much more effective
mechanism to prevent the system from the DDoS attacks.
This proposed method may be simple to implement and
cost effective. 
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