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Abstract: In this study, we propose a dither modulation audio watermarking algorithm based on human
auditory system which applied the theory of dither modulation. The algorithm made the two-value image
watermarking to one-dimensional digital sequence firstly and used the Fibonacci to transform one-dimensional
digital sequence. Then divide the audio into audio data segment and made discrete wavelet transform with audio
data segment, every segment can adaptive choose quantization step. Finally put low frequency coefficients
transformed embedding the watermarking which applied the dither modulation. When extract the watermark
with no original audio, they realized blind extraction. The experimental results show that this algorithm has
preferable robustness to against the attack from noise addition, compression, low pass filtering and re-sampling.
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INTRODUCTION

AS a very important application of security, digital
watermarking technology because of its copyright
protection and authentication has become recently one of
most popular research in the field of information security
(Ingemar and Matt, 2002). With the rapid development of
study, the theoretical model of digital watermarking also
receives consummation and development. Digital audio
watermarking as a branch of digital watermarking
technique (Chen, 2008; Chen and Wornell, 1999) the
research of information hiding about audio carrier lags
relatively behind the image watermarking because of the
high sensitivity of human auditory system.

Chen and Wornell (1999) proposed a nonlinear
Quantization Index Modulation (QIM) watermarking
method which chosen the quantizer of specific structure
to quantify (Vila-Forcen et al., 2008; Kang et al., 2009;
He and Han, 2008; Kim et al., 2005). The algorithm is
more effective than Costa method, which has the
performance of simple implementation and strong robust.
When the external attack strength exceeds a certain range,
however, it is difficult to receive the watermark
information correctly for the receiving end during
transmission (Wang and Wang, 2008; Chen and Zhang,
2009; Li et al., 2010). And the fixed quantization step is
adopted in QIM which can adjust not the relationship
between the robustness and non-perception based on the
actual situation of carrier for the human auditory system
which can improve the capacity, the algorithm have
characteristics that is simple algorithm and large capacity,
strong anti-noise, we can achieve blind detection when

extraction watermark. However, the algorithm uses a
fixed quantization step which will lead lower fidelity. For
to improve QIM algorithm, we may from two aspects,
first, increase the quantization step to improve the
robustness, the second is to reduce quantization error and
increase the fidelity of the watermark. In order to improve
performance of QIM, dither quantization modulation
technology is used to QIM in the proposed method.

This study proposes a kind of the dither modulation
audio watermarking algorithm which based on the
wavelet transform. The use of the human auditory system
masking effect is to achieve DM algorithm for adaptive
selection of the quantization step. And makes the
algorithm according to the audio carrier frequency of the
actual situation embed the watermarking and enhanced
embedded watermark imperceptibility and robustness.
The experimental results show that the algorithm is
relatively fixed quantization step-size QIM algorithm has
certain promotion, good robustness and imperceptibility.

METHODOLOGY

Dither modulation:
Embedding algorithm: Dither Modulation (DM)
algorithm proposed by Chen and Wornell (1999) is the
development of traditional QIM algorithm. DM is usually
designed to solve the quantization noise. It has three
advantages: First, it is well known, the pseudo-random
dither signal can reduce quantization steps and produce a
good sense of quantized signal. Second, DM is to ensure
that quantization noise and the carrier signal are relatively
independent. Third, the pseudo-random signal is to ensure
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the security of keys, moreover, the keys are known only
by producers and recipients to improve security of system.

Carrier signal xn is dithered and quantified to obtain
signal yn with watermark mn:
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where, L is the number of quantizers.

Extraction algorithm: Decode is executed by DM and
the signal rn is received by the receive:

rn = y+v (4)

where, n is the channel noise during the transmission of
the signal.
The received signal is made operation with Eq. (5):

Rn(n,0) = Q(rn+d(n,0),))-d(n,0)
Rn(n,1) = Q(rn+d(n,1),))-d(n,1) (5)

The minimum distance decoding function is exploited
in the new algorithm. Image watermark is a black and
white binary watermarking image. Two mid-points of
quantizers are boundaries for the received data. Embedded
watermarking information and the quantizer zero are
close. The decoder outputs the embedded watermarking
information of zero value. Meanwhile, embedded
watermarking information and the quantizer one are close.
The decoder outputs the embedded watermarking
information of one value:
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The selection of quantization step based on human
auditory: The masking effect of human auditory can be
divided into two categories, frequency domain masking
and time domain masking. When two signals are
simultaneous transmission, the weaker signal is masked
by the stronger one. It makes the weaker signal non-sense,
this is the effect of the frequency domain masking. In
order to solve the problem of adaption of quantization
step, this study adopts the frequency-domain masking
property of the auditory system. And the embedding of
the greatly frequency is not easily perceived, so we use
bigger quantization step; while the change of the slight

frequency is easily perceived, so we use smaller
quantization step:

(7)∆ 0
0

2 1

2
= =

−

∑h

l

s
w

s

l

w

/

/

D = round (log2 (dw
s×)0)) (8)

)n = 2D (9)

where, hw
s is a high frequency coefficient and Hw

s is a
wavelet coefficient.

The pretreatment of watermark: In order to eliminate
the correlation of watermark image and improve the
security of watermark image, generally the embedding of
watermark image should be pre-processed. This study
adopts Fibonacci transform to scramble watermark
information.

A series of number 1, 1, 2, 3, 5, 8, 13, 21, 34, 55, 89,
144… is Fibonacci progression.

If F0 = 1, F1 = 1, Fn = Fn-1 + Fn-2 , n³3, that
progression {Fn} called Fibonacci progression.

If Fn, Fn+1 are two near number in Fibonacci
progression, that the following transformation:

Sk = (kFn+r)mod Fn+1 (10)

We  transform  sequence  {f} =  (0, 1, 2,…,Fn+1-1)
into a new pseudo random sequence:

 { } ( )S S S S SFn
= −

+0 1 2 1
1, , ,...,

From Table 1 we can see, when the need for
scrambling a high watermark level of confidentiality, r
can be used as a key.

The embedding process of audio watermarking:
The pretreatment of watermark image: In this study we
use a binary  image with the size of M1×M2. Firstly  we
transform two-dimensional image into a one-dimensional
sequence:

Table 1: Fibonacci transformation’s part of the periodic table
Fn r = 0 r = 1 r = 2 r = 3 r = 4
21 2 6 6 2 6
35 4 4 4 4 4
55 2 22 22 22 22
89 4 4 4 4 4
144 2 16 8 16 4
233 4 4 4 4 4
377 2 58 58 58 58
610 4 4 5 4 4
987 2 42 42 14 42
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V = {V(k), k = M1 × M2 + m2, m1 ,[0, M1]
m2 ,[0, M2]} (11)

where, V(k) is the one-dimensional sequence of two-
dimensional image. In order to avoid the image this is
attacked appearing of whole area of no recovery, we need
to disperse area within the image throughout the
watermark image. This study adopts Fibonacci transform
to scramble, set key r = 0. As can be seen from Table 1,
when r = 0, the transformation period is 2 or 4, here we
assume that one-dimensional sequence conduct Fibonacci
transform for n times.

Audio watermark embedding process: Discrete
Wavelet Transform (DWT) is a time-frequency analysis
method, audio signals are progressively broken down
through high pass filter and low pass filter. Wavelet
transform has good localization properties in the time and
frequency domain at the same time, the detail information
of audio signal is described by frequency-domain
coefficients of the high-frequency coefficients, rough
audio signal is described by low-frequency coefficient,
the Human Auditory System (HVS) are more sensitive to
the changes of high-frequency coefficients. Therefore,
low-frequency coefficients in the audio are modified to
achieve the purpose of the watermarked image in this
experiment. 

First, the audio signal is divided into M1×M2
segments, the total signal segments are X(M1+M2-1),
meanwhile Xs is the s audio segment, expressed as:

Xs = {x(s × p + i); 0 # s < M1 × M2, 0 # i < P} (12)

P = L/M1 × M2 (13)

For each audio segment do W level DWT transform,
which obtained DW

S, HW
S … H3

S, H2
S, H1

S, DW
S is the low-

frequency DWT coefficient obtained through three layers
transformation.

According to the Eq. (7), (8) and (9) calculate each
audio segment quantization step. Then for each audio
segment of the low-frequency coefficients watermark are
embedded. Embedding algorithm is the DM.

Finally, reconstruct the audio signals, do W-layer
inverse wavelet transformation on each audio segment
modified low-frequency coefficients and unmodified
high-frequency coefficients, which obtains the audio
signal section of containing watermark information, at last
reconstruct the audio signals containing watermark
information.

Audio watermark extraction process: The DM used in
this study is a blind watermarking algorithm, the
watermark extraction process is as follows:

C The audio signal is broken down into M1×M2
segment.

C For each audio signal segment do W layer DWT
transform, DW

S is the low-frequency coefficients of
each segment. Meanwhile, S0[0, M1×M2-1].

C Calculate quantization step of each audio segment.
C According to DM decoding Eq. (5) and (6), one-

dimensional array can be obtained through the
Fibonacci transformation scrambling.

C According to the r = 0 periodic features of the key,
do (T-n) times transformation on one-dimensional
array, T is 2 or 4.

C The obtained two one-dimensional array groups will
be restored to a two-dimensional image to determine
the watermark image. 

EXPERIMENTAL RESULTS

The sample frequency of audio carrier is 44.1 kHz, 40
sec, resolution is 16 bits, which is done in the experiment.
The embedded watermarking is 64×64 of binary image
watermarking. Quantization step size is adaptive.

Firstly, make sure the binary image which conversed
two-dimensional sequence into one-dimensional
sequence, then Fibonacci transform is used. To used
common Daubechies-4 wavelet make three layer of DWT
transform to host audio, the watermarks in the host audio
is used on the third layer low frequencies based on DM
algorithm.

In this study, the following three common
performance indicators are used to objectively evaluate
the system performance against attack:

C SNR is used to evaluate the impact degree to original
audio after the digital watermark embedding.

C The robustness of the embedded watermark can be
measured by the bit error rate.

C Because the experiments need to embed the
watermark in audio signal, using normalized
correlation coefficient is shown as an evaluation
standard to evaluate similarity of the original
watermark and extracted watermark.

In order to test the performance of the algorithm, tests
of embedded watermark audio was carried out by
respectively using low pass filtering, add Gaussian white
noise, re-sampling, MP3 compression, Synchronism
Attack, time delay and random cut.

From the experimental results the following
conclusions can be drown:

C Low pass filtering: Use Butterworth low-pass filter.
Its length is 6 and cut off frequency is 22.05 kHz.
Because the watermark images is embedded in low-
frequency of the host audio, filtering out high-
frequency   and   having   little   effect   on   the  low
frequency, the algorithm remains a high recovery
rate.
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Table 2: Performance comparison of kinds of attack algorithms
(Fu and Sun, 2007) This study algorithm
----------------------------------------------------------- ----------------------------------------------------------------

Performance index SNR (dB) D BER (%) SNR (dB) D BER (%)
No attack 38.94 1.00 0.000 39.03 1.00 0.001
Low pass 36.38 0.95 0.002 36.98 0.96 0.002
Add Gaussian 35.23 0.92 0.220 36.51 0.92 0.190
Re-sampling 37.82 0.94 0.008 37.78 0.94 0.005
MP3 35.99 0.91 0.170 37.34 0.91 0.130
Synchronism 36.96 0.90 0.190 36.57 0.90 0.210
Delay 37.53 0.95 0.006 37.79 0.96 0.005
Random cut 36.41 0.96 0.005 37.03 0.95 0.005

Fig. 1: Audio signal figure

C Add Gaussian white noise: Mean is : = 0 and
square deviation is F2 = 0.0001. After that the
original audio has distortion, but the watermark can
still be extracted and do not affect the visual
understanding. It is to say that this algorithm is robust
against adding noise attacks.

C Re-sampling: Watermarking audio down sampling
is 22.05 kHz and then change back to the sampling
frequency 44.1 kHz. Almost does not affect the
watermark extraction.

C MP3 compression: Watermarking audio from the
WAV format to MP3 format and then from the MP3
format to WAV format. Because. This algorithm has
a certain ability to resist MP3 compression based on
quantization step size is adaptive in this study and the
watermark can still be extracted.

C Synchronism attack: When the numbers of some
sampling points have been selected with stochastic
from audio tested to cut is very large, maybe the
watermark  can't  be  extracted.  The  ability  of  the
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(a) Direct extraction (b) Low pass filtering (c) Add Gaussian noise (d) Re-sampling

(e) MP3 compression (f) Synchronism attack (g) Delay (h) Random cut

Fig. 2: Extracted watermark figure

watermark anti-synchronization attack is general in
this algorithm. 

C Delay: Delay time is 400 ms. This algorithm is
highly robust against time delay and echo when the
watermark is extracted. The sample value of audio
watermarking is protected in some degree.

C Random cut: Watermarking audio randomly is cut
off 5%, the algorithm is better resistance of random
cut and able to use to recover watermark image.

C Compared with QIM algorithm which quantization
step size is stationary, (Table 2):

From the Table 2, analysis that this algorithm
compared with the algorithm (Fu and Sun, 2007), the
overall attack resistance ability was improved. For the use
of the adaptive quantization step size, the system
robustness is improved, especially in white noise and
MP3 compression performance more. From Fig. 1 and 2,
the embedded watermark has good imperceptibility. When
attacked by conventional attacks in transmission, this
algorithm is able to complete extraction of the embedded
watermark and has no influence on picture recognition.

CONCLUSION

Based on auditory masking effect and QIM
algorithm, this study proposed a kind of the dither
modulation audio watermarking algorithm which based on
the wavelet transform. The use of the human auditory
system masking effect is to achieve DM algorithm for
adaptive selection of the quantization step. And makes the
algorithm according to the audio carrier frequency of the

actual situation embed the watermarking and enhanced
embedded watermark imperceptibility and robustness.
The experimental results show that the algorithm is
relatively fixed quantization step-size QIM algorithm has
certain promotion, good robustness and imperceptibility.
And for common attacks the algorithm has good
robustness.
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