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Abstract: This study presents a new image inpainting method based on affine transformation for security. In
the traditional image inpainting process, removed object is filled by patches in other regions of the same image.
The tamper of the image is easy to be found out by copy-move detection. Thus, the usage of image inpainting
in image forgery or other image security field is limited. In this study, the patch, which is used to fill the
removed object, is processed by affine transform. This method is resistant to copy-move detection. The image
quality is also well preserved.
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INTRODUCTION

With powerful photo editing software, image
manipulation becomes very common in digital image
processing. This method is indeed used to make forgery.
But sometimes it is a usable way to ensure the
transmission security of images (Wang et al., 2010). The
scheme of image disguise is illustrated in Fig. 1. It shows
an image includes some secret contents (the character “A”
and the word “laser”). The sensitive regions are replaced
with some unsuspicious content by image disguise
method. The secret contents are compressed and
embedded into the image as a message. The receiver
extracts the message and recovers the original image. The
advantage of this strategy is the same as steganography,
but its capacity is much higher. If the disguise is
undetectable by image forensic, it will become a feasible
way for secret communication.

The goal of digital image forensic is to detect the
existence of image tampering or steganography. Some
methods need to embed a mark into the original image or
extract some information from it, e.g., digital water
marking (Barni et al., 2005; Akhaee et al., 2010) and
perceptual hashing (Zhang et al., 2007; Hamon et al.,
2006). The blind forensic is based on the traces in the
image introduced by the manipulation. To deal with
tamper detection, some algorithms have been proposed. It
is observed in Popescu and Farid (2005) that image
interpolation will introduce periodic correlations between
pixels. Based on this fact, Popescu and Farid (2005)
proposes to detect the trace of image tampering by

evaluating the correlation between neighboring pixels
with the aid of the EM (Expectation Maximization)
algorithm. The lighting direction is also exploited as a
clue for image forensic in Johnson and Farid (2005), as it
is difficult to maintain the consistencies in lighting
directions of the regions from different source images.
However, the lighting direction based scheme is not
applied to manipulations where the lighting direction is
kept unchanged, such as duplication. The basic detection
method of duplication is based on brute-search (Fridrich
et al., 2003). In order to enhance the robustness of image
forensic against noise and compression, the PCA
algorithm is employed to generate a coarse representation
of the image (Popescu and Farid, 2004). Just the
appearance of these copy-move detection algorithms
poses a threat to image inpainting based disguise. In
image disguise, image inpainting is a very common
method. Commonly, a patch of the image is copied and
pasted to fill the blank of removed object. It is called
copy-move operation. Oppositely, digital forensic is
developed to detect the existence of image forgery or
steganography. To ensure the security of image disguise,
we propose an image inpainting method in this paper,,
which applies affine transformation to promote the
security of copy-move based image forgery. In this
method, we construct the candidate patch set with the
image segments which are manipulated by affine
transformation. The removed object is filled by the
manipulated version of image patches. Hence, the image
inpainting method resists to duplication detection
forensic. Meanwhile, the image quality will not descend.
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Fig. 1: The scheme of image disguise

LITERATURE REVIEW

In image disguise based secure image inpainting
research, most images to be inpainted are broken images
after removing sensitive objects. The image inpainting
approach proposed in this study is based on texture
synthesis because texture synthesis based image
inpainting methods mainly solve the region-filling of large
scale damaged region. Among them, Criminisi et al.
(2004) approach is researched widely (Criminisi et al.,
2004), we will introduce Criminisi et al. (2004) image
inpainting approach in detail. The keynote of it is the
selection of patch priorities order in region-filling, the
patch with the highest priority will be filled preferentially.
The priorities will be renewed after every filling until the
image is in painted totally in the same manner. The main
inpainting process includes: 

C Select the region to be in painted. 
C Determine the size of template window using image

texture feature. Using template window, the priorities
of pixels along the fill front are computed. Pixels in
the edge of filling region are centers of template
windows, the size of the window should be larger
than the biggest texture element.

C Compute patch priorities which is defined as the
product of the confidence term and data term. The
confidence term expresses the amount of reliable
information contained in template window. The data
term measures the difference between the isophote
direction and the normal vector direction. In a word,
we conclude that the template window includes more
information and the difference between the isophote
direction and the normal vector direction is less, the
priority of the patch is higher.

C Find the most matching block in the source image
using template window, the evaluation standard is the
Sum of Squared Differences (SSD). Finally, the most
matching block replaces the patch of current window.

C Renew the confidence terms after each filling
process.

C Repeat steps 3-5 until the image is in painted
completely.

Security analysis of image inpainting: 
Copy-move detection: Most image inpainting algorithms
used to fill large regions are based on texture synthesis
(Bertalmio et al., 2003) . The basic procedure of texture
synthesis based image inpainting is:

C Divide the neighborhood region of the blank area into
pieces.

C Search the image and find out the candidate segments
which are most similar to the target pieces.

C Copy the candidate segments then past next to the
similar target pieces.

After repeating the three steps above, the blank is filled.
The copy-move based image inpainting is easy to be

detected by matching the different areas of the image.
(Fridrich et al., 2003) detects the copy-move operation in
following steps: 

C Divide the image into 16x16 blocks. Apply 2-D DCT
transform on each block.

C Quantize the DCT coefficients by a revised
quantization table, show in Eq. (1).
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where, q00 to q88 are the standard JPEG quantization table
values and I is an 8×8 unit matrix:

C Arrange the quantized coefficients in zigzag order.
And sort the vectors in dictionary order.

C If the neighboring vectors are the same to each other,
they are considered to be copy-move forgery.

Security analysis: We will analyze the security of copy-
move  forgery  detection  methods proposed by (Fridrich
et  al.,  2003).  In  Criminisi  et al. (2004) algorithm, the
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(a) (b) (c)

Fig. 2: Fridrich detection algorithm, (a) Test image, (b) Exact match detection result, (c) Robust match detection result

information used to fill the target region is all from the
original image, based on this principle we make a similar
experiment. We choose a block image of “Lena” image
and then paste it on other place of the same image. We
detect the processed image by using the Fridrich’s
method.

Figure 2a is the test image, the lower right corner
image block of it is copy-paste on the top left corner
place. Figure 2b is the detection result by exact match
method and Fig. 2c is the detection result by robust match
method. We can found out that the forgery region can be
detected precisely. This means that there exists the similar
security problem of Criminisi et al. (2004) image
inpainting method.

PROPOSED ALGORITHM

Feasibility analysis of affine transformation: In our
algorithm, the blank area is not filled by other patch in the
image directly. We establish an image set which is
composed of different versions of the original image. The
images in the set are processed by affine transformation
with different parameters. The image pieces are chosen
from images of the affine transformation set to fill the
removed object.

An affine transform characterizes general geometrical
changes (rotation, scaling and translation) of the image
Eq. (2):
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where, (X, Y) is an original pixel position and (X’, Y’) is
a new pixel position after geometrical changes. The
rotation, scaling and translation are described by 6
parameters a, b, c, d, e and f.

If the affine transformation is scale or rotation, it will
refer to interpolation manipulation. Image interpolation
will generate new pixels value by the known neighboring
pixels value, the process is demonstrated in Fig. 3. The
final image pixel value will have slight change but the
visual quality will not be influenced. Figure 4 is the

comparison of “Lena” image before and after amplified
by scale 1.2. In Fig. 4a, we show the rows 1-8 and
columns 1-8 pixel values of the original “Lena” image
and in Fig. 4b, we show the same locations pixel values of
image amplified by 1.2 multiples. Through observation
we can found that there exists uniform and slight change.
We just take advantage of the performance of image
interpolation to make a secure image inpainting scheme
come true, meanwhile, maintain the inpainted image a
favorable visual effect.

To verify the security of image after affine
transformation, we conduct an experiment before
introducing the algorithm which is shown in Fig. 5. Figure
5a is the test image in which an image block located in the
bottom right corner is sheared, amplified by 1.2 multiples
and pasted on the top left corner. Figure 5b is the exact
match detection result and Fig. 5c is the robust match
detection result. The results demonstrate that the copied
region couldn’t be detected at all and this indicates that
the image after affine transformation can resist to copy-
move detection.

Algorithm:
Our method includes following steps:

C Mark the edge area of the target region which needs
to be filled. The regions of the copy-move operation
are shown in Fig. 6. The region X is the removed
object. Region Y is the untouched area. *S denotes
the edge of the 2 regions.

C Construct the affine transformation set by applying
affine transformations on the image with different
parameters.

C Calculate priority of  the  blocks  in *S. Like Fig. 7a
shown, p1, p2, p3 are centers of the three blocks on the
boundary *S.The neighborhood of the blocks which
have higher priority will be filled firstly. We  used
the method in Criminisi et al. (2004) to decide the
priority. For a block Rp, its priority P(p) is:

P(p) = C(p) D(p) (3)

C(p) is the confidence term.
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(a) (b) (c)

Fig. 3: (a) Original image, (b) Interpolation to image (Scale 1.5), (c) Interpolated image

(a) (b)

Fig. 4: Image pixel value comparison before and after interpolation

(a) (b) (c)

Fig. 5: Security performance test of affine transformation image, (a) Test image, (b) Exact match detection result, (c) Robust match
detection result

Fig. 6: The model of image inpainting
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z = The isophote (direction and intensity) at point p.
They are explained in Fig. 7b.

C Choose the edge block Rp with the maximum
priority. We can see the demonstration in Fig. 8a.
Different with the method of Criminisi et al. (2004),
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(a) (b)

Fig. 7: (a) Search for target region contour, (b) Patch priorities computation

(a) (b) (c)

Fig. 8: (a) Determine the prior location of target region to be inpainted, (b) Search match patch in affine transformation set, (c)
The best matching patch is copied into the position occupied by patch with priority

the patch Rq which minimizes the distance d(Rp, Rq)
in the affine transformation set is found, which is
shown in Fig. 8b, Y!represents the affine
transformation set:
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where, sij and cij are the (i, j)-th pixel of the block Rq
and block Rp.Then copy Rq to fill Rp. The filled result
is shown in Fig. 8c.

C Update D(p) of the filled area
C Repeat step 3-5 until the target region is filled

EXPERIMENTAL RESULTS

To test the algorithm performance we make two
groups of experiments. In the experiments, we inpainted
image by traditional texture synthesis based method and
affine transformation based method respectively. The
original images are both 256*256 gray level images. 

The method proposed in this paper need to build an
image affine transformation set. The transformation set
includes four pieces of image, they are up-sample by

scales 1.1 and 1.3 and down-sample by scales 0.8 and 0.9
of image to be inpainted. The first row of Fig. 9 shows the
original image and image to be inpainted (the white
region is the target region). The first column of the middle
row is the inpainted image using traditional texture
synthesis method, the second column is the detection
result using exact match method and the third one is the
detection result using robust match method. Experimental
results show that both detection methods can detect the
inpainted region. The third row demonstrates the affine
transformation based inpainting method proposed in the
paper. The first column is the inpainted image, the second
column is the detection result using exact match method
and the third one is the detection result using robust match
method. We can found that the method in this paper can
resist to copy-move detection.

The affine transformation set in the second
experiment is composed of such four images, they are up-
sample by scales 1.1 and 1.3, down-sample by scales 0.9
and rotation 1 degree of image to be inpainted. The first
row of Fig. 10 are the original image and image to be
inpainted (the white region is the target region). The first
column  of  the  middle row is the inpainted image using
traditional texture synthesis method, the second column is
the detection result  using  exact  match  method and the
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Fig. 9: The fist row are the original image (left) and the image needed to be inpainted (right). The middle row: the first column is
the inpainted image using traditional texture synthesis method, the middle column is the detection result using exact match
method and the right one is the detection result using robust match method; The down row: the left is image inpainted by
affine transformation based method proposed in this paper, the middle is the detection result using exact match and the right
is the detection result using robust match method

Fig. 10: The fist row are the original image (left) and the image needed to be inpainted (right). he middle row: The left is the
inpainted image using traditional texture synthesis method, the middle column is the detection result using exact match
method and the right one is the detection result using robust match method; The down row: the left is image inpainted by
affine transformation based method proposed in this study, the middle is the detection result using exact match and the right
is the detection result using robust match method

third one is the detection result using robust match
method. Similarly, the results show that both detection
methods can detect the inpainted region. The third row
demonstrates the affine transformation based inpainting
method proposed in the study. The first column is the

inpainted image, the second column is the detection result
using exact match method and the third one is the
detection result using robust match method. We can found
that the method in this paper can still resist to copy-move
detection.
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Through the experiments above, we can conclude that
the method proposed in the study can resist to copy-move
detection and maintain a favorable visual effect at the
same time.

CONCLUSION AND RECOMMENDATIONS

To improve the security of image disguise, we
proposed an affine transformation based image inpainting
method. The experimental results show that our method
resists to copy-move detection. In future, more works
should be devoted to improve the efficiency of this
algorithm.
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