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Abstract: Biometric security has become more important because of the Increasing activities of hackers and
terrorists. Retinal biometric system is one of the most reliable and stable biometrics for the identification/verification
of individuals in high security area rather than other biometric. Also no two people have the same retinal pattern and
then cannot be stolen or forget. Due to these reasons this study presents a system for individual recognition based on
vascular retina pattern. This approach is robust to brightness variations, noise and it is insensitive to rotation. The
proposed method consists of three main stages (i.e., preprocessing, feature extraction and finally matching stage).
Preprocessing is done to make the required color band separation, remove the rotation appearance which might
occur during the scanning process and modify the image brightness to simplify the process of extracting vascular
pattern (region of interesting) from input retina (i.e., feature vector) in the feature extraction stage. Finally, the
discrimination process of features is evaluated and the results utilized in matching stage. The proposed method is
tested on the two publicly available datasets: (i) DRIVE (Digital Retinal Images for Vessel Extraction) and (ii)
STARE (Structured Analysis of the Retina). The achieved accuracy of recognition rate was equal to 100% for all
datasets.
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INTRODUCTION (1955); he discovered that even among identical twins,
the patterns of retina vascular are unique and different.
Biometric is the science of identifying and This study presents a system for individual

verifying the identity of a person based on
physiological or behavioral characteristic (Jain et al.,
2004; Al-Hamdani et al., 2013). Biometric security
system are widely used which mostly include
fingerprint (Ross et al., 2003), face recognition (Park et
al., 2005), iris (Ibrahim, 2014), speech recognition
(Plannerer, 2005) and etc. Because of the complex
structure of capillaries which supply the retina with
blood, each person's retina and also person's eye is
unique and has unchanging nature. The retina is
considered as the most accurate and reliable biometric
(Dwivedi et al., 2013). Retina based identification
systems are mostly used in sensitivity center, biological
laboratory and POW reactors which demands high
amount of security (Jain et al., 2000).

There are two famous studies which confirmed the
uniqueness of retina blood vessel pattern, the first was
published in 1935 by Simon and Goldstein (1935); they
discovered that every individual has unique and
different vessel pattern. Later, they published a paper
which suggested the use of photographs of these blood
vessel patterns of the retina as a tool to identify people.
The second paper was published in 1950 by Tower

recognition depending on the vascular pattern of his/her
retina images. The features extracted from retina
images are more reliable and stable than other
biometrics features.

REVIEW OF RETINA TECHNOLOGY

Anatomy of retina: The retina covers the inner side at
back of the eye it is approximately 0.5 mm thick
(Tabatabaee et al., 2006). The retina consists of many
important parts, they are: Optic Disc (OD), blood
vessel, macula and fovea. Figure 1 shows the elements
of human retina. OD is the center of retina and it is
about (2x1.5 mm) (Godse and Bormane, 2013), blood
vessels that are connected patterns like tree with OD as
root over the surface of retina, the diameter of these
blood vessels about 250 mm (44 of retina diameter)
(Goh et al., 2000), macula has 5-6 mm diameter, the
fovea is the center of macula has diameter 0.25 mm.
The retina contains two types of photoreceptors that are
cones and rods; which are responsible for daytime and
night vision.
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Fig. 1: Human retina

Retina scan technology: This technology captures and
analyzes the pattern of retinal blood vessel on thin
nerve of the back of the eyeball (Hajek et al., 2013).
Because retina is not directly visible, so retina scanner
is used to take image of vascular pattern. The retina
scanning system were launched first by in 1985 (Farzin
et al., 2008) and it was too uncomfortable for the user
and too bright.

Retina scan requires persons to remove their
glasses, place their eye close to scanner and look into
particular device and concentrate on small point within
it (Spinella, 2003). The retina scanner uses infrared
light source to illuminate the retina. The infrared energy
is immersed more rapidly by blood vessels in the retina
rather than by the surrounding tissue (Wayman 2001;
Mali and Bhattacharya, 2013). Then, the capturing
image of retinal blood vessel is analyzed for
characteristic points within pattern.

The strengths and weakness of retina scanning:
Retinal recognition has strengths and weaknesses just
like all other biometric technologies; but it has its own
unique strengths and weaknesses. The strength of retina
recognition technology may be summed as the follows:

e  The vascular pattern of the retina unchanged during
a person's life unless he/she affected by an eye
disecases (such as: cataracts, glaucoma, etc.)
(Qamber et al., 2012)

e The generated feature vector for a template
representing a retina pattern is small; it is one of
the smallest templates of biometric technologies
(Hadi and Hamid, 2014)

e It has occurrence of false positive and offer
extremely low (close to 0%) error rates
(Sasidharan, 2014)

e As mentioned the retina is located inside the eye,
so it is not exposed to threats as other biometrics
(such as; fingerprint, hand geometry, iris, etc...)

But the weakness of retina scanning technology
can be described as follows:

e The public perceives that retinal scanning is a
health threat; some people believe that retina scan
damage the eye and user unease about the need to

position the eye in close proximity of the scanner
lens (Qamber et al., 2012)

e Retina scanning device are very expensive to
implement and procure

e An individual may be afflicted with some disease
of the eye (such as cataracts, glaucoma and so on)
which complicate the identification process (Farzin
et al., 2008)

e Of all biometric technologies, successful retina
scanning demands the highest level of wuser
motivation and patience (Spinella, 2003)

e Retina scanning technology cannot accommodate
people wearing glasses (which must be removed
prior to scanning) (Dwivedi et al., 2013).

LITERATURE REVIEW

Many research works have been done to
differentiate human according to their human retina.
Some of the previous works relevant to recognize the
people using blood vessels analysis are listed below.

Barkhoda et al. (2009) presented algorithm for
detection and measurement of human blood vessels and
finding the bifurcation points of vessel in order to
personal identification, these bifurcation points
considered as feature points to identifies the individual
person. This algorithm tested on 300 images from Dr.
Nanojswda and Dr. Dehadespir and achieved true
position rate 98% accuracy of classification 0.9702.

Cemal and Iki (2011) presented a person
identification system using retinal vasculature in retinal
images which tolerates scaling, rotation, translation
through segmenting vessel structure and then employ
similarity measurement along with the toleration. They
tested their system on Four hundred retinal images and
the best obtained recognition rate was 95%.

Qamber et al. (2012) proposed a system for
personal identification by blood vessels. The system
consists of four stages which are: capturing of retinal
image, preprocessing, feature extraction and finally
matching stage. In the first stage, the retinal image is
acquired, then, the preprocessing steps are applied. In
the second stage, the blood vessels are enhanced and
extracted using 2-D wavelet and adaptive thresholding
operation. In third stage, the features are extracted and
filtered. Finally, at the fourth stage the matching steps
for the vascular pattern features are applied. The
proposed method was tested on three publicly available
databases (i.e., DRIVE, STARE and VARIA). The test
results showed that the proposed method achieved an
accuracy of 0.9485 and 0.9761 for vascular pattern
extraction and personal recognition, respectively.

Dehghani ef al. (2013) proposed method for human
recognition based on retinal images. This method
consists of the steps: feature extraction, phase
correlation and finally feature matching. In feature
extraction step they used Harris corner detector, then,
the phase correlation technique was applied to estimate
the rotation angle of eye movement. Finally, a
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similarity function is used in matching step to compute
the degree of similarity between features of different
retina images. This method evaluated using both
DRIVE and STARE datasets (including 480 retinal
images). The test results referred that the system can
reach high average true recognition.

Rubaiyat et al. (2014) presented biometric scheme
based on color retinal images. The scheme includes
three stages (i.e., preprocessing, feature extraction and
vessel matching). In first stage, the green plane of retina
image is chosen and the other two bands are discarded.
Then, the preprocessing steps are applied; they are
localization of the field of view, translation adjustment,
enhancement of blood vessel by grey Ilevel
homogenization, then localizing the vascular pattern by
Thresholding and finally apply morphological
operations. In second stage, the energy feature of
vesicular blood vessel is determined from the polar
transformation of prominent vascular extracted image.
Finally, feature matching stage is applied using fast
normalized cross correlation. This method was tested
on DRIVE and STARE database and obtained 100% on
STAER DB and 99.71 on DREIVE DB.

Farzin et al. (2008) presented a novel retinal
identification method based on features extracted from
retinal images. This method includes three modules
which are blood vessels segmentation, feature
generation and finally matching stage. First, the blood
vessels are localized in the color retinal image. The
output is passed through the feature generation module;
it includes Optic Disc (OD) detection and, then, a
circular region around OD is selected. After that polar
transformation is applied and then a rotation invariant
template is created. These templates were analyzed in
three different scales using wavelet transform to
separate blood vessel according their diameter sizes.
The blood vessel position and orientation in each scale
were used to define the feature vector for each subject
in the dataset. Finally in matching stage, a modified
correlation measure was proposed to obtain a similarity
index of each scale of the feature vector. Their
proposed method was evaluated on DRIVE database
and the obtained identification accuracy rate was 99%.

Heline Colse Image

THE PROPOSED METHOD

In this section, a simple and robust method for
retina recognition system is introduced. The proposed
method aims to recognize the people by analysis of
retinal vascular pattern in retina with high accuracy and
offers enough stability for rotation and brightness
variations. It consists of six main stages:

e Image preprocessing stage to enhance the blood
vessels relative to its surrounding objects

e  Vesicular network extraction of blood vessels

e  Morphological operations to enhance the extracted
vascular network

e Extraction of spatial distribution of vessels
directions to be used as vessels network features

e Features evaluation and templates establishment;
and finally

e Features matching based on Euclidean distance
measure.

Figure 2 shows the layout of the proposed method
of retina recognition system. Each module of the
developed system is described in the following
subsections.

Preprocessing, blood vessels extraction and post
processing stages: This stage aims to compensation the
rotation variation problem and to enhance and
segmentation processes for extraction the vascular
network which is Region Of Interest (ROI) from color
retinal image via applying many steps. Figure 3
presents the steps of this stage. Many of these steps
have been explained in our previous article (Tuama and
George, 2016) except the following sections.

Rotation compensation: One of the most challenging
issues facing the cognition tasks relevant to retina blood
vessels is the rotation of head or eye relevant to camera
references. The rotation causes some problem in feature
extraction and/or matching stages. So, it is important to
address the impact of rotation by directing (i.e.,
rotating) the image such that the relative line passes
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Fig. 2: The layout of the proposed method
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Fig. 5: The effect of thinning process; (a): Before; (b): After

between two certain reference objects, appeared in
image, to be directed along certain direction. In our
proposed system the line passes through the center of
Optical Disc (OD) and the center point of the view of
the retina image is directed down. The main two
reference points are (Fig. 4a):

o The center point of the retina image: As the first
reference point (Fig. 4b)

o The center of optic disc: It is localized by finding
the brightest big region, then, select the center
point of this region as the second reference point
(Fig. 4c and d).

Thinning of extracted vessels: Thinning process is
applied for reducing a shape body to its core
components, while retaining the essential features of the
original object. Because the extracted blood vessel
patterns from previous stages have variable thickness,
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so thinning is needful to make the width of vascular
network equal to single pixel; it can be accomplished
by deleting, iteratively, the outer edge points until the
skeleton points of vessels remain. Thinning process can
be done using fast parallel thinning algorithm (Zhang
and Suen, 1984). A sample of the input and output of
thinning process is illustrated in Fig. 5.

Feature extraction: In this stage, a set of
discriminating information is extracted from the final
processed image. The extracted information represents
the required feature vector to distinguish between
persons. Different sets of features have been suggested
in the literature for purpose of retina recognition; some
of the published works (Bevilacqua et al., 2008; Xu
et al., 2005; Ortega et al., 2009) suggested the use of
blood vessel bifurcation and crossover points as feature
points, while some other methods (Farzin et al., 2008)
have used the location of optic disc.

In our proposed method used two different sets of
discriminating features have been used to achieve high
accuracy for identification/verification. The wused
features are:

e  Spatial distribution of the local average of vascular
direction

e Spatial distribution of local average of vascular
density.
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Fig. 6: The process of checking the pixel direction

Spatial distribution of the local average of vascular
direction: This set of features depends mainly on the
distribution of blood vessels directions at different parts
of the image. The steps of determining this set of
features are:

The direction of each vascular pixel in the image is
determined by checking if the pixel is located in
the blood vessel segment along the vertical,
horizontal, main diagonal or second diagonal
direction. Figure 6 illustrated the checked
directions for each pixel.

The resulting (2D) array of vessel directions is
divided into overlapped blocks. The choice of
overlap partitioning is to compensate the probable
shifting of the blood vessel. The degree of
overlapping between blocks is controlled by the
overlapping ratio parameter which represents the
ratio between the extracted block length and the
original block length.

The resulting (2D) array of vessel directions is
divided into overlapped blocks. The choice of
overlap partitioning is to compensate the probable
shifting of the blood vessel. The degree of
overlapping between blocks is controlled by the
overlapping ratio parameter which represents the
ratio between the extracted block length and the
original block length.

The average of local direction is determined for
each block separately and the average values for all
blocks are assembled as elements of the feature
vector.

Spatial distribution of the local average of vascular
density: Each image of the extracted blood vessel is
divided into overlapped blocks with predefined
overlapping ratio. Then the average energy of each
block is calculated through dividing the sum of
computed number of vessels points (i.e., the number of
non-zero valued, 1's, pixels) by the block size. After
calculating the average vessels points' density of each
block, then the average density list is assembled in
feature vector.
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Matching vessels: Feature matching is the most crucial
part of any biometric system. It is used to calculate the
degree of similarity between two vessels patterns, the
distance are computed between features vectors of the
templates stored in the DB and the patterns of the tested
image. In the proposed method the degree of similarity
is determined using Mean Absolute Distance (MAD)
metric; it is defined as follows:

MAD(F;, T)) = SN_|Fi(k) — T;(k)|

where, F, represents the tested i feature vector
extracted from retina input image, 7T}, represents the j’h
template feature vector registered in the database.

TEST RESULTS

Two datasets have been used for performance
evaluation of the proposed method, they are: DRIVE
(http://www.isi.uu.nl/research/databases/DRIVE/) and
STARE  (http://www.ces.clemson.edu/ahoover/Stare/
Probing/Index.html) (Hoover et al., 2000) datasets. The
DRIVE dataset consists of 40 images with (768x587)
pixels of resolution, they divided into 20 for training
and 20 for testing. The STARE dataset consists of 35
RGB color images of retina, the images are of size
(605%700) pixels of resolution. The 75 images (40 from
DRIVE and 35 from STARE) have been used for
identification/verification purpose, each image was
subjected to two levels of brightness variation and are
rotated 5 times (with rotation steps of five degrees) in
both clockwise and anticlockwise direction, such that a
total of 13 images variants have been produced from
each retina image, Thus a dataset consists of simulated
975 images (i.e., 520 for DRIVE and 455 for STARE)
is established.

The results of the tests conducted on the
recognition method based on the spatial distribution of
the local average of vascular density and spatial
distribution of the local average of vascular direction
show the need of the thinning stage before feature
extraction stage, in order to get the skeleton of an image
through removing all redundant pixels and producing a
new simplified image with the minimum number of
pixels possible, so feature analysis could be done easily.
The experimental results indicate that each individual
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Table 1: Comparison of different methods results using recognition
accuracy criteria for the DRIVE database and STARE

database

Method STARE DRIVE
Farzin et al. (2008) 99.00% -
Sabaghi et al. (2012) 99.1% -

Aich and Al-Mamun (2013) 100% 98.64%
Qamber et al. (2012) 96.29% 100%
Rubaiyat et al. (2014) 100% 99.77%
Proposed Method 100% 100%

feature is not powerful by itself, the combination
features led to an optimal recognition performance. At
feature extraction stage the two sets of proposed
features led to high recognition performance, the
recognition rate for the first set of features alone (i.e.,
spatial distribution of vascular density) is 99.608%.
While in combination with the second set (i.e., spatial
distribution of vascular directions) has led to perfect
recognition rate 100%. Additionally, the idea of
partitioning retinal image into overlapping blocks is
suitable, because it has been improved the recognition
accuracy through; it helps to overcome the partial loss
in low quality retinal images. The system performance
can be speed up by decreasing the number of blocks but
this will lead to a decrease in the accuracy rate of the
system and it is also possible to get less templates
storage space when using a single template, but also at
the expense of accuracy and computation complexity.
The recognition rate is highly affected by the variation
of the number of blocks and overlapping ratio. The best
attained recognition rate occurs when the number of
blocks is 12 and the overlapping ratio is 0.4.

This method is robust to rotation and noise; in
addition, in our proposed method have small useful
features extracted which is blood vessel density and
blood vessels direction, in order that, this proposed
method has simple and low computational complexity.
The recognition methods, published in the literature,
have less accuracy, more complexity and require more
computational effort when they compared with the
proposed method. Table 1 presents the accuracy of
recognition rate achieved by some of the previously
published works and the proposed work. The listed
results in Table 1 indicate that our method leads to high
average accuracy in comparison with other published
methods.

CONCLUSION

Among several available biometric system, retina
recognition are said to be the most secure system and
stable because the vascular patterns are unique and it is
hard to be lost or making a copy of it. In this study, an
efficient and simple method is proposed for individual
recognition system based on retinal blood vessels. In
comparison with other retina recognition methods
appeared in the literature. The introduced system
proposed a simple module for rotation compensation
and to make the method robust against face rotation.
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Also, the concept of spatial distribution of the edge
directional density is used as discrimination feature.

The results of the tests conducted on the two public
datasets (i.e., DRIVE and STARE) indicate that the
performance of the proposed method is too high (i.e.,
100% recognition rate) for both datasets and also same
when the extracted vesicular patterns of both data sets
have been assembled in one datasets.
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